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Verificacion y Autenticaion de Evidencia

Hash Cryptographico

» Verifica un archivo con MD5

« Como funciona MD5 and SHA hashes
« Usa hash con fotografia forense




Regla de mejor Evidencia

Para comprobar el contenido de un escritura, grabacién, o fotografia, el original
escritura, grabacion, of fotografia es requerido, otra que como proveido por

estas reglas o acto del congreso.
Federal Rules of Evidence, rule 1002

Sin embargo, en practica federal, una copia exacta del original lleva la mismo peso

qgue el original otra que su autenticidad esta en question.,
http://en.wikipedia.org/wiki/Best_evidence_rule

« El original es el mejor evidencia.
— Disco Duro Original, 35mm pelicula
— Hay limite (No puede llevar el cadaver al corte.)

« Como comprobar la copia es exacta

— El 0jo humano. (No muy bueno.)

— Calculos Hash
« MD5




Utilidades Forenses

MD5Calc- Verifica que una copia es exacta

- TKImager- Herramienta par examinacion forense
ProDiscover Basic 6.11-

rfanview 4.00- Editador de imagenes.




| Options
87... Exact

-eate Image |

Custom Conte...

% | [File List X
+~ Name I Size| Type I Date Modified e
#: DSCN2656.JPG 815KB Regular File 8/28/2009 8:32....
|| DSCN2656.JPG.FileSlack 2KB File Slack
 DSCN2727.JPG 808 KB Regular File 8/28/2009 8:28....
e DSCN2729.JPG 806 KB Regular File 28/2008 8:30:...
e
e 3 =

— Please Select the Source Evidence Type

¢ Physical Drive
(" Logical Drive
" Image File

(" Contents of a Folder

" Femico Device (multiple CD/DVD)

{logical filedevel analysis only; excludes deleted, unallocated, etc.)

m




@=mE B4 0OBY(SBER T,
x | [File List x|
+~ Name | Size| Type | Date Modified
H DSCN2656.JPG 815KB Regular File 8/28/2009 8:32:...
|| DSCN2656.JPG.FileSlack 2KB File Slack
* DSCN2727.JPG 808 KB Regular F

. =9 DSCIN2729.PG
Select Drive

>

8/28/20009 8:28:...

5/ 28/2003 8150k,

ile

20 D Rea
oVL (D negulal Flic

— Source Drive Selection

Please select from the following available drives:

I\\.\PHYSICALDRIVE1 - JetFlash Transcend 8GB USB Device [!ZI

\\APHYSICALDRIVET - JetFlash Transcend 8GB USB Device [8.03)
\WAPHYSICALDRIVEZ - USB Device [2.020 MB USB]

| Options
87... Exact

eate Image I
Custom Conte...l




3 & = . Bl OB@E el 2.
% | |File List
+~ Name | Sizel Type | Date Modified
; * DSCN2656.JPG 815KB Regular File 8/28/2009 8:32:...
|| DSCN2656.JPG.FileSlack 2KB File Slack
* DSCN2727.JPG 808 KB Regular File 8/28/2009 8:28....
— bl nceownn e R0:...
m—
—Image Source
[ \\.PHYSICALDRIVE 1 i
Starting Evidence Nurnber: I 1
- Image Destination(s)
| Options
[287... Exact Add... Edit... I Remove I

_reate Image l

_ Custom Conte...l

[V Verify images after they are created

Cancel l

I Precalculate Progress Statistics
[ Create directory listings of all files in the image after they are created




- — ——

Createlmage . ...

— Please Select the Destination Image Type
(¢ Raw (dd)
" SMART

" EO1
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(- DIACAP Toolset
{2 ICITAP ES
=y

- Forensics

L) downloads
@) PDBas65011

1@ Deleted files
(-1 FreeOTFE_Explorer

| Custom Content Sources
 Evidence:File System Path File | Options
F:\:NONAME [FAT32] |[root] |Pics|DSCN287... Exact

< m

|
t{iwj e s | Rem l Removeall Create Image

Custom Conte...|

[ For Help, pressF1

Name

Size l -Type

| Date Modified |

H DSCN2656.UPG
. DSCN2656.JPG.FileSlack
¥ DSCN2727PG
- DSCN2729.0PG
__| DSCN2729.JPG FileSlack
¥ DSCN2771.JPG
. DSCN2771JPG.FileSlack
3 DSCN2773UPG
__| DSCN2773.JPG.FileSlack
3 DSCN2776JPG
¥ DSCN2822JPG
. DSCN2822.JPG.FileSlack
¥ DSCN2878.PG
_ DSCN2878.JPG.FileSlack
¥ DSCN2881.JPG

815KB
2KB
808 KB
806 KB
3KB
807 KB
2KB
810 KB
3KB
820 KB
809 KB
4K8
810 K8
3KB
814 KB

Regular File
File Slack
Regular File
Regular File
File Slack
Regular File
File Slack
Regular File
File Slack
Regular File
Regular File
File Slack
Regular File
File Slack
Regular File

8/28/2009 8:32....

8/28/2009 8:28....
8/28/2009 8:30....

8/28/2009 8:31...,

8/28/2009 8:30:...

8/28/2009 8:31....
8/28/2009 8:31:...

8/28/2009 8:31:...

8/28/2009 8:31....




FTK Imager

Carga archivo de imagenes

B F1k Imager

~ File View Mode Help

Qaa8ald=| EEESE -1

Evidence Tree x| lFiIe List

MName | Size | Type | Date Modified

Select Source [X\

Please Select the Source Evidence Type
(®) Physical Drive
O Logical Drive
O Image File

(O Contents of a folder

E | I g e e Ste (logical file-level analysis only; excludes deleted, unallocated, etc.)

< Back I Next > ][ Cancel ][ Help

JFor Help, press F1 WWJW ] él




Select Folder

B FTK Imager E]@”X\
File Yiew Mode Help
e dalld =B 12%'13‘3,3@:?,
Evidence Tree X | [File List
MName Size  Type | Date Modified

*Click Browse and
navigate to
Select Image Destination D es kto p\C F E\8'

Image destination folder J p e g = S e a r C h .
l :

Image filename {excluding extension) F . d 8 .
Image fragment size (MB) h d d
Compression (0=None, 1=Fastest, ..., 9=Smallest) S e a r C .

e e . *Selecciona el
archivo y Finish.

For Help, press F1




Hash Archivos deEvidencia .
(Como verificar fotos digitales)

~ File View Mode Help
‘qa/ded=|pl0OE=E[FE2=2
[File List

=] Q my_pix
ke I

| Date Modified

Lri/ Creates a hash report of the selected file(s) or folder ] 8/15/2007 3:48...

D Export Files... 4 - .
. 14071948.jpg 93KB Regular file 8/15/2007 3:48...
Export File Hash List... 1314071949.]’pg 91KE Regular file 8/15/2007 3:49...
Export Custom Content Image (AD1)... 314071949a.jpg 91KB Regular file 8/15/2007 3:49...
314071949b.jpg 90KE Regular file 8/15/2007 3:49...
—314071949c.jpg 91 KB Regular file 8/15/2007 3:50...
¥0816071900.jpg 217KB  Reqular file /17/2007 3:00...
*0319071600.“)9 140KB Reqular file 8/20{2007 12:0...
*0319071601 .jpg 253KB  Regular file 8(20{2007 12:0...
*0907071836.ipg 210KB Regular file 9(8{2007 2:36:...
*0907071836a.ipg 184 KB Regular file 9/8/2007 2:37:...

Add to Custom Content Image (AD1)...

Creates a hash report of the selected file(s) or folder




Sample Hash List




MD5

MDS5 Utility

Eo&

~ Input

& File |d:\pda seizure.jpg

[::;3_:£d

O Text

ation by Di;

dcs.com.au
MDS algorithm by RS$A Data Security, Inc. - www.rsa.com

CD photo hash.

MD5

EoX]

~ Input

@ File Ic:\documents and settingshjhoover\desktopiforensic cl

 Test

MDS ||  1239C9CA7233CDICFESF250E67A7FE94

Implementation by DiamondC$ - www diamondcs.com.au
MDS algorithm by RSA Data Securty, Inc. - www.rsa.com

Select afile ...

Lookin: [ €02

() ddImage
() Imager
My Recent  |)mdscalc

Dosuments | —ypropiscoverReloasedsBasic
@ (Dzeroview
7 ElectronicCST

Desktop. " Helix_Audit Log

= % ML Forensic Examination
B HepC seizure

2ure

MyDocments: Ioye, iecoverasiclis

G\ shortcut to FTKImager

My Computer

My Network  File name: |PDA seizure | |“L|
Fiesofype:  [allFies () S e |
A

Open file dialogue.

MD5

~ Input
" File  |d\pda seizure.jpg

© Text [Jemy

2459C1700EAT

p ation by Di dC$ - www diamondes.com.au
MODS algorithm by RSA Data Security, Inc. - www.rsa.com

Same photo on desktop.

Hash text. (Cute but useless.)




IRFANVIEW

k2 PHOTO116.JPG - IrfanView (Zoom: 573 x 430)
File Edit BGESEN Options  Yiew Help

= ﬁ E Information...

Create New (empty) image...
Create Panorama image...

Rotate Left L
Rotate Right R
Custom/Fine rotation. .. Chrl+U
Vertical Flip Y
Horizontal Flip H

Resize/Resample... Ctrl+R
Canvas size...

Decrease Color Depth...
Convert to Greyscale
MNegative

Enhance colors... Shift+G

Auto adjust colors Shift+U
Sharpen Shift+5
Red eye reduction (selection) Shift+Y
Effects

Swap Colors
Palette

20483 x 1536 x 24 BPP | 1J8 28% 1017.83KB[9.00MB  9/10/2006 [ 15:46:20




Guardar un Mejoramiento

T0116.0PG - IrfanView. (Zosm} 373 % £30)
kb 00 New e = 7 7 : FEG
R ORQe=T 3 A PR Soracuually €
[ Save 25 poop esiie PG
mEETS da PO (pheace
] Dabda cokt sbrargirg
[V Fmep cognad EXF dats
[V Komp cignd FTCdwa
5 ; [ ep cégnd JFG Covwent
Sovei | 23 Fooemiz Clazt (5] Resst EXIF aneristiontag
6F:
[] Swva riarlaced
ehar [[] Save varepyent coks
& Chocoe Yercpawrd coke doang zea

Sel Varcpeercy vihs Lo padel e eray |0

2ve Plcterc As ...

Flenise
B Seee s hoe JPG.JPEG Fle:

i [J5ave wharignddyatine (] Show cpbon: do)

Irfanview siempre pregunta por nombre para prevenir sobreescribiendo




ProDiscover Basic

ProDiscover Basi
File Action View Tools Help

DE2HB I DL O
B3 Project

§E| Report
m-117 Add

X Remove oo
PRODISCQVER““

mputer Fore 2

#if Registry View Mew Project Iopen Project | Recent Project |
4] EventLog View
""" ¥ Internet History Viewer Project Number : Project File Name :

2] view Log
I, Search I I
I':‘Iﬁa Search Results
I, Content Search Results

J), Cluster Search Results

0}, Registry Search Results

), Event Log Search Results

[~ Don't show this dialog in the future Open I Cancel

For Helo. press F1




Capture an Image

ProDiscover Basi
File Action View Tools Help

) T -
NE2HB i 58000
- Project -1
§E| Report
=7 Add
o) Capture & Add Image
= Image File Saurce Drive

D estination:

Image Format:

ProDiscover Format [recommended
@ All Selected Files Total sectors to capture : 3 d format

=00 Cluster View Shadow Yolume Mame:

— ProDiscover Image

Technician Mame: I
EventLog View
.. Internet History Viewer Image Mumber: |

Q Search [ escription :
El-g&+ Search Results

), Content Search Results
O, Cluster Search Results
), Registry Search Results
(0, Event Log Search Results — Gt

 Yes

Pazsward... |
@ No
ak I Cancel |

For Help, press F1




% ProDiscover Basic - 1

File Action View Tools Help

5o¢] . B b
u\}e Caﬁure (3 0B ¢ ‘ @

Mew Open : EN
Project Prgject P?gject Image  Eoport Irﬁage %olspﬂ' Search

~

Stop

1 Project - 1 | Select | File Name | File Extension | Size | Attibutes | Deleted | Created Date | Modified Date
8 Repat @ file1 ipa 274260 bytes ---a--- NO 06/09/2004 23:27 06/10/2004 02:59

B8 Al [ 2 T " i ;
@ Capture & Add Image

& Image File
i &3 Disk
X Remove
=-C3 Content View
=& Images
=& C:\Documents and Settings\jhoover\Desktop\Fe
-2 $Extend
3 alloc
#-C0 archive
w00 delt
w00 del2
#- 03 invalid
#-63 mise
#- €1 RECYCLER
=0 System Yolume Information <
(73 Deleted Files =
#-_] All Files
& Disks WeFist | [Back| Nemp| st [~ T _go |
=B Cluster View

@9 Images y@ya 0JFIF 00 0 0 %0 C 0000000000000D00000000000000000000000000000000000000000000000000%0
i &3 Disks C00000000000000000000000000000000000000000000000000000000000000000%A 000mMONOO" 000000YA O 00000000 pooooooo

%5 ViewLog %A L0 00000000000 0}000 0000!1A00Qa0"q020°i0#B+AORADS3br . . , . o e
i & Search 00000%&' ()*456789: CDEFGHIISTUWWXYZCdefghi js tuvwxyzf,,..t4 PR IR mEGEY ! § @2 Y. e ARAAECEEROSOGOXEUTAA444n AR 00DGG-aLINVA

00 0000000OOO 00000000
=18 Search Results i y
@ Content Search Results WA U0 00000000000 00w 000000!100AQ0aq0"20008¢ j+A #3RBObrA v ” 1
o 0$43%A0000&" ()*56789: COEFGHIISTUVWXYZcdefghi jstuvuyz, f,, . 14 450 " n-=""E¢fm¥ g @2 == "py.
@& Cluster Search Results ,;ﬁ.MM(;EEEOOOOOxUllaaééaegeeeooooé:—ouuytj 000 0000 ? & e*_ub/p
GBC|
GlauexlianAarA/, boo7 &y OxDAY 0y e?0Ued~'y"y gid0i=éy 07gi0edse0uidy 0j205% " 56070110104y o|0000p’ 0A3y D060y &lip .
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% ProDiscover Basic - 1

File Action View Tools Help

> M @ @ #® | D
i 0 Capture A Open 3
Piowct Fromtt Plost Image Export Imege oy Search | Siop
21 Project - 1
8 Report
5-S Add _
@@ Capture & Add Image Project Number: 1
& Image File : A0
. Disk Project Description:
%K Remoye . Image Files:
= &0 Content View |File Name: C:\Documents and Settingsijhoover\DesktopiForensic Class\CD2\ddImagelddImage.dd
. =& Images Image File Type: DD Image
=& C:\Documents and Settingstjhoover\Desktop\Fe
#-(0 $Estend Time Zone Information:
22 alloc

b i Time Zone: {(GMT-05:00) Eastern Time {US & Canada) (Eastern Standard Time)
[Davylight savings (summertime) was in effect: Yes
Time Zone information obtained from preferences settings.

Evidence Report for Project: 1

Hard Disk: Unknown
Volume Name: JPEG-SRCH

#-C1 RECYCLER Volume Serial Number : SC28-0C63

3 System Yolume Information File System: NTFS

E:s Deleted Files Bytes Per Sector: 512

R Total Clusters: 20096

L0 AlFiles Sectars per cluster: 1

& Disks Total Sectors: 20096

=13 Cluster View Hidden Sectors: 63

- #-&P Images Total Capacity: 10048 KB
: Disks Start Sector: 0

8 ViewLog End Sector: 0

4 Search Mo

= &% Search Results Disks:
@ Content Search Results
@& Cluster Search Results

Evidence of Interest:

Total Evidence Items of Interest: 2

Hard Disk: Unknown
List of Files:

C:\Documents and Settingsjhoover\DesktopiForensic Class\CD2\ddImage\ddImage.ddiallocifilel.jpg
MDS Checksum: 75B8D00S68815A36C3809B46FCE4BAGD
Crastads NAMNNMINNA 9297 Madifiad: NEMANMINNA NDEN | sek Arcnceads NAMNNIOINNA 9207
il

For Help, press F1

[ [Tws " [ [ [ |




Habilidades del Laboratorio

« Busgueda
— Espacio “Slack”
— Espacio Libre

 Produccidon de Evidencia

« Testigo Experto




RECURSOS

Digital Evidence Committee
FAQ )Preguntas Frequentes



http://WWW.THEIAI.ORG/
http://WWW.THEIAI.ORG/

[ rirefox ~
LRl [l Foxtews.com - Breaking News | Late... | [Z) (106 unread) - jwhd5 - Vahoo! Mail = [ IAI Digital Fvidence FAQs

= ——

€9 [lAl http://theiai.org/disciplines/digital_evidence/fag.php o - C'l [!:" Google

The following is a non-inclusive list covering a wide range of forensic document issues and related subjects:

o International Association for Identification (JAl): www iheiai.org
o FBI Computer Analysis Response Team (CART): www.fbi.gov/ha/lab/cart htm

o White Collar Crime Center (NW3C): www.nw3c.org
o National Center for Forensic Science (NCFS) www ncfs ucf edu/digital_evid html

o Scientific Working Group on Digital Evidence (SWGDE): www ncfs org/swgde
o Scientific Working Group on Imaging Technologies (SWGIT): www theiai org/guidelines/swait

o American Academy of Forensic Sciences (AAFS): www aafs org
o International Organization on Computer Evidence: www.ioce.org
o Defense Computer Forensics Laboratory: www.dcfl.gov/dc3/home.him
o American Society of Crime Laboratory Directors: www.ascld.org
o American Society of Crime Laboratory Directors-Laboratory Accreditation Board: www ascld-lab.org
o International Association of Computer Investigative Specialists: www.cops.org
o American Academy of Forensic Sciences: www.aafs.org
o High Technology Crime Investigation Association: www.hicia.org
o Law Enforcement & Emergency Services Video Association (LEVA) www.leva.org
8. What are current guidelines available to support law enforcement in the area of digital evidence?

There are new drafts of documents being worked continuously, but here are a few sites and documents:

o NI, “Electronic Crime Scene Investigation: A Guide for First Responders, Second Edition” hitp-/iwww ncjrs.gov/pdffiles1/nij219941.pdf

o NIJ, “Electronic Crime Scene Investigation: An On-the Scene Reference for First Responders” hitp:/fwww ncjrs gov/pdffiles1/nij/227050 pdf
o NIJ, “Digital Evidence in the Courtroom: A Guide For Law Enforcement and Prosecutors” hitp-/fwww ncjrs gov/pdffiles1/nij/211314 pdf
o NI, “Forensic Examination of Digital Evidence: A Guide For Law Enforcement” hitp:/fwww.ncirs.qov/pdffiles1/nij/199408.pdf

o [OCE: “Draft Best Practices on the Examination of Digital Evidence”

o SWGDE/SWGIT [ www.theiai. org/quidelines/swait |:
» “Minimum Best Practices for Documenting Image Enhancement”

» “Recommended Guidelines for Developing Standard Operating Procedures”

Eo i
BN (2 . o g al o




Conclusion

Recuerda
o Probar las herramientas
« Documentar el trabajo.

« Siempre trabaja con copia. Nunca con €l
original.

« Conoce sus limites.




Graclas

ng. Jerry Hoover, MSCIS, CISSP
Perito Digital

BM,

Rocket Center, WV
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